
State Department 
Role in TOPOFF 2

Dan Williams

EG&G, Inc.



DOS HSPD-5 Responsibilities

n Protect National Security

n Coordinate International Activities
¨Prevention, Preparation, Response, Recovery

n Protect 
¨U. S. Citizens

¨U. S. Interests



DOS Domestic Responsibilities

n Diplomatic Protection
¨Embassies, Consulates, Foreign Missions

¨Foreign Diplomats in the U. S.

n Foreign Government Inquiry Response



TOPOFF 2 Exercise Development

n DOS and DHS were Co-Sponsors
¨Both used contractor support

¨Contractors worked well together

¨DOS provided initial RDD design



State Department Roles in T2

n Invited & facilitated Canadian participation

n Shaped the international exercise content

n Participated in the exercise
¨Stood up a T2 Taskforce

¨Exercise Support



Canadian Exercise Scope

nAll U. S. Seminars

nCanadian Seminars

nCanadian CPX during the US Full Scale 
Exercise
¨Ottawa

¨British Columbia



Canadian Participation

Ø Agriculture and Agri-Food 
Canada

Ø Canada Customs and 
Revenue Agency

Ø Canadian Food Inspection 
Agency

Ø Canadian Nuclear Safety 
Commission

Ø Canadian Security Intelligence 
Service

Ø Environment Canada
Ø Department of Foreign Affairs 

and International Trade
Ø Health Canada

Ø Industry Canada
Ø Department of Justice
Ø Department of National 

Defence
Ø OCIPEP
Ø Privy Council Office
Ø Public Works and Government 

Services Canada
Ø Royal Canadian Mounted 

Police
Ø Solicitor General
Ø Transport Canada



Canadian Player Nodes
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Chicago
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Washington State
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U.S.

Maritime Forces Pacific

Land Forces West
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Story

nTerrorists Attack the United States
nInternational Aspects:
¨Radiological Contamination Transport
¨Biological impacts exported worldwide
¨Canadian citizens are exposed in the US and return 

home
¨Vancouver has the largest number of cases
¨Credible threat of additional attacks



International Timeline
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International Terror Campaign 

Brokdorf Power Station in Germany
Cities of Nairobi and Mombasa in 

Kenya

Act of piracy in Sri Lanka5/16 Friday

Braidwood Power Station
Eiffel Tower in Paris
European Union (EU) capitals 

Bombing attack against train in 
India

5/15 Thursday

Braidwood Power Station
U.S. Embassy Italy and Singapore
Israeli Embassy Singapore
Tourist attractions in Italy
U.S. interests in the United Kingdom

Small arms attack against U.S. oil 
company in Yemen

5/14 Wednesday

West Coast of North America
Braidwood Power Station

Unsuccessful attack against the 
United States Embassy in 
London (foiled in progress)

5/13 Tuesday

Columbia Power Station
West Coast of North America

Radiological dispersal device (RDD) 
attack in Seattle

Bombing attack in Rabat, Morocco

5/12 Monday

Columbia Power StationBombing attack in Bali5/11 Sunday

Columbia Power StationBiological attack in Chicago5/10 Saturday 

ThreatsAttacksDay



Lessons Learned

n Terrorist attack different from other 
disasters
¨Terrorism does not fit well into an “all 

hazards” approach

¨NIMS must be structured for terrorism 
response



Lessons Learned

n Interagency Coordination
– T2 validated US/Canadian LNO exchange 

agreement

– DOS should send LNO to DHS during 
incidents

n Great opportunity to build cross-border 
agency to agency relationships



Lessons Learned

n Future TOPOFF Exercises
¨TOPOFF needs no co-sponsorship – DHS is 

lead agency

¨Subsequent TOPOFF exercises should 
include an International issues seminar



Conclusions

n T2 Met Bi-lateral International Goals 

n Should Consider Multi-lateral Exercise
¨Canada

¨Mexico



Questions?


